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Abstract. In this paper we address the problem of rec-
onciling trail improvement, partial order reduction and
directed explicit state model checking. While directed
model checking addresses the problem of finding opti-
mally short counterexamples, trail improvement seeks
to find shorter trails to some given error state. Both
directed model checking and trail improvement employ
heuristic, guided search techniques such as A* or Best
First Search in the exploration of the state space. Par-
tial order reduction aims at reducing the size of the
state space by exploiting the commutativity of concur-
rent transitions in asynchronous systems, and we show
that this reduction technique can nicely co-exist with di-
rected model checking. We finally illustrate how mitigate
the long trails sometimes delivered by partial order re-
duction techniques and show how two combine heuristic
search and partial order reduction improve the length to
already provided counterexamples.

Keywords: Directed Model Checking, Trail-directed
Model Checking, Heuristic Search, Partial Order Reduc-
tion, HSF-SPIN

1 Introduction

The success of model checking [9] as a software verifi-
cation technology is largely founded in the automatic
nature and the error trail reporting capabilities of the
algorithms.

Roughly speaking, checking whether or not a sys-
tem satisfies its specification is done by analyzing the
state space of the system. A violation of the specifica-
tion corresponds to a path in the state space, which is
called error trail or counterexample. Explicit-state model
checkers usually perform a depth-first search exploration
for checking safety properties. Violation of safety prop-
erties correspond to finite executions of the system that

are represented by a path from the initial state to some
error state. When an error is encountered during the
search, the search stack contains a valid execution path
from the initial system state into the error state that was
found. It is hence easy to provide the user with an er-
ror explanation by dumping the search stack as an error
trail.

A large number of model checking tools based on ex-
plicit state technology have been built [22,29] and suc-
cessfully applied in practice [33,39].

Explicit state model checking has proven particularly
successful in the analysis of concurrent software systems
such as communication protocols or embedded real-time
systems. Models for this type of systems are character-
ized by combinatorial state space explosions mainly in-
duced by the concurrent composition of processes. The
concurrent nature also causes the execution of these sys-
tems to have a high degree of nondeterminism. Explicit
state model checkers such as SPIN have developed effi-
cient abstractions and data structures to deal with these
characteristics. Most notably, symmetry aspects due to
concurrent composition have been studied in [7,18,31],
partial order reductions have been proposed to take ad-
vantage of the commutativity of independent concurrent
transitions [48], and data abstraction techniques have
been proposed to reduce very large or even infinite state
spaces to finite ones [12,52].

While in early work on model checking the complete
verification of the model was of central interest, in recent
applications the focus is more on using model checking as
a debugging technique for existing requirements, designs
or codes [4]. One of the issues of this focus concerns the
size of the counterexamples. During debugging, coun-
terexamples are used to understand why errors occur.
We strongly believe that shorter counterexamples are
easier to understand than large ones.

Our own contributions to this application of model
checking are based on the use of heuristic search algo-
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rithms from the AI field. We introduced the concept of
directed explicit state model checking [16,37]. Traditional
model checking algorithms perform an uninformed state
space explorations based on depth-first or breadth-first
search algorithms. In analogy to AI state space explo-
ration problems, we employ heuristic search algorithms
such as A* [27] or best-first search in order to guide the
search on the shortest, or a close to shortest, path into
a property violating state. Best-first search accelerates
the search for error states, while A* produces optimal
paths to a target state when the heuristic estimate is
admissible, i.e., a lower bound for the actual distance
to a target state. As proposed by other authors [10],
and taking into our account our own experience in this
topic, error debugging in model checking has to be di-
vided into two phases. A first exploratory phase faces the
problem of quickly finding an error in the system. The
next fault-finding phase concentrates on finding short
counterexamples possibly exploiting errors found in the
first phase.

The present paper summarizes and extends part of
our previous work on directed model checking, focussing
on the application of partial order reduction methods
and the improvement of already established counterex-
amples. The bases are the SPIN 2002 contribution Par-
tial Order Reduction in Directed Model Checking and the
2002 Software Model Checking Workshop paper Trail-
Directed Model Checking.

In [16] we have already given links to different forms
of directed model checking, including initial work [53],
real-time search [3], CTL model checking [5], data flow
analysis [10], and Java Verification [24,23] Moreover, we
have drawn links to alternative search schemes such as
genetic algorithms [21].

In addition to the current contribution, there is other
some work concerning the problem of providing mean-
ingful counterexamples that use search algorithms like
Dijkstras single-source shortest path or A*. For exam-
ple, in the domain of scheduling of Timed Systems [3,
2], or data-flow analysis [10]. On the other hand, recent
approaches [25,50,49,32] concentrate on the analysis of
counterexamples, rather than on improving them. Al-
ternative approaches concentrate on the explanation of
counterexamples to show the user what went wrong [26].

Partial order techniques have been studied by many
authors. Basically, there exist two main families of par-
tial order techniques. The first one is based on net un-
foldings [6,41,44], while the second one is based on so-
called diamond properties. We focus on the latter, which
are called partial order reduction techniques. Several ap-
proaches have been proposed, namely those based on
“stubborn” sets [51], “persistent” sets [20] and “ample”
sets [47]. Although they differ in their detail, they are
based on similar ideas. For an extended survey of par-
tial order reduction methods, we refer the reader to [48].

Structure of Paper. In Section 2 we present a review of
the directed explicit state model checking approach and
its application to protocol verification.

The first contribution of this paper is contained in
Section 3. It is a summary of the paper Trail-Directed
Model Checking on the use of heuristic search to improve
already found error trails. This section focuses on the
fault-finding phase. It relies on the fact that an error trail
is available. That trail could be the result of a previous
verification run during the exploratory phase, or of a
simulation run. Contrary to the rest of the paper, in this
Section we also consider liveness errors, and not only
safety ones.

The second contribution of this paper is an extended
summary of the paper Partial Order Reduction in Di-
rected Model Checking on the combination of heuristic
search with partial order reduction, and is contained in
Section 4. Partial order reduction techniques are known
to be extremely efficient in reducing the state space to
an analyzable size for concurrent systems. This reduc-
tion techniques take advantage of the commutativity
of concurrent transitions. Existing partial order reduc-
tion methods are tailored to depth-first explorations and
based on the existence of a search stack, which is not
present in heuristic algorithms like best-first search or
A*. Hence, one has to apply weaker methods. Another
aspect of the application of partial order reduction is
that counterexamples may be longer, since portions of
the state graph containing optimal error paths can be
pruned during the reduction.

Section 5 presents the third contribution of our pa-
per, which analyzes the application of partial order re-
duction for shortening already established counterexam-
ples. More precisely, we concentrate on the problem of
finding shorter paths to an already established error state.

In the last section we summarize our results and out-
line current and future work e.g. on symmetry reduction,
Promela planning and trail-directed Java program veri-
fication.

2 Directed Model Checking

In this section we review the key concepts of directed,
explicit state model checking, as previously published
in [16].

2.1 State Space Search in Explicit State Model
Checking

Model checking is a technique to determine the valid-
ity of a property for a given model. This approach has
proven to be particularly successful in the verification of
software designs and code. In this domain, the properties
to be checked usually are represented by temporal con-
straints on the valid execution sequences of the system
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and are given in an automata representation or as tem-
poral logic formulae. The models to be checked represent
the state space of the system. Model checking algorithms
analyze the state space in order to validate whether or
not the property holds.

Models and Systems. In the rest of the paper we as-
sume that the system being verified consists of the asyn-
chronous composition of n processes P0, . . . ,Pn which
state space is represented by a labeled transition sys-
tem. A labeled finite transition system is a quintuple
〈S, S0, T, AP, L〉 where S is a finite set of states, S0 is
the set of initial states, T is a finite set of transitions
such that each transition α ∈ T is a partial function
α : S → S, AP is a finite set of propositions and L is a
labeling function S → 2AP . A transition α is said to be
enabled in a system s if α(s) is defined. The execution of
a transition system is defined as a sequence of states in-
terleaved by transitions, i.e. a sequence s0α0s1 . . ., such
that s0 is in S0 and for each i ≥ 0, si+1 = αi(si).

In current model checkers, the state spaces are either
represented symbolically or explicitly. Explicit represen-
tations seems to be most adequate for asynchronous con-
current systems, and software systems in general.

Specifications and Errors. Roughly speaking, there are
two kinds of temporal properties liveness and safety.
Safety properties express that, under certain conditions,
a bad event will never occur, while liveness properties
express that, under certain conditions, a good event will
ultimately occur.

In our framework we consider a safety error as a finite
execution of the system violating a specification prop-
erty. Safety errors are represented by finite paths in the
state space ending in an error state. On the other hand,
we consider liveness errors as infinite executions of the
system which are represented by finite paths containing
a cycle. More precisely, liveness error paths consist on an
initial prefix path to a state, and a cycle through that
state that contains at least one accepting state.

Verification Algorithms. Checking safety errors can be
solved by applying simple reachability algorithms like
depth-first search or breadth-first search, while check-
ing liveness errors is done using the a nested depth-first
search algorithm1. In explicit-state model checkers, both
state traversals are implemented on-the-fly, i.e., the state
space is not being entirely generated in one pass and then
analyzed in a second pass, instead it is generated in a
stepwise fashion as the exploration is proceeding.

A General Search Algorithm. Figure 1 presents a gen-
eral state expanding search (GSEA) algorithm for the
verification of safety properties. The algorithm divides

1 For the sake of brevity and since our work focuses on safety
properties, we refer to [9] if there is interest on how liveness prop-
erties are checked.

( 1) procedure GeneralStateExpandingAlgorithm(s)
( 2) Closed← ∅;
( 3) Open← ∅;
( 4) Open.insert(s);
( 5) while not Open.empty() do

( 6) u← Open.extract();
( 7) Closed.insert(u);
( 8) if goal(u) then

( 9) return solution;
(10) for each e ∈ outgoing(u) do

(11) v ← to(e);
(12) if v 6∈ Closed and v 6∈ Open then

(13) Open.insert(v);

Fig. 1. A general state expanding search algorithm.

the state space S of the model to be analyzed into three
sets: the set Open of visited but not yet expanded states,
the set Closed of visited and expanded states, and the
rest. The algorithm performs the search by extracting
states from Open and moving them into Closed. States
extracted from Open are expanded, i.e., the respective
successor states are generated. If a successor of an ex-
panded state is neither in Open nor in Closed it is added
to Open. Simple breadth-first and depth-first search can
be defined as instances of the general algorithm pre-
sented above, where the former implements Open as a
queue and the latter as a stack.

2.2 Blind Search Algorithms

Model checkers often use blind search algorithms like
breadth-first search or depth-first search for checking
safety properties. While breadth-first search guarantees
to find counterexamples of minimal depth, depth-first
search is more memory-efficient in practice. The latter
is often preferred, since memory-efficiency is most cru-
cial for explicit-state model checkers in order to tackle
the state explosion problem. In addition to depth-first
search, the model checker SPIN implements two rather
“naive” strategies to reduce the length of error trails for
finding shorter or even optimally short error trails.

The first strategy uses a depth-first search that con-
tinues the exploration once an error state is found and
bounds the search depth to the depth of it. Initially,
there is no depth-bound or the depth-bound is set to a
certain value by the user. Note that bounding the depth
to a value d does not guarantee that every state actually
reachable with less than d will eventually be visited by
the algorithm. As a consequence, there is no guarantee
to find the optimal counterexample.

This is illustrated in the search tree of Figure 2. The
search visits state v for the first time (down left copy)
and stores it. Goal state g cannot be reached due to the
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Fig. 2. Anomaly in depth-bounded search.

depth bound. When the search reaches state (v) for the
second time along a shallower path (top right copy), it
stops exploring its successors, since v has been visited
before. As a consequence, g is not found even though it
is located at a shallower depth than the search bound.

This anomaly can easily be confirmed experimentally
in SPIN when adjusting the search depth manually2. We
call the above the described algorithm Iterative-bounding
Depth-First Search (IDFS).

The second strategy implemented in SPIN is an ad-
missible variant of the first strategy. We call it Admissi-
ble Depth-First Search (ADFS). Admissibility is achieved
by re-exploring states that have previously been reached.
More precisely, states are reopened when they are reached
through a path that is shorter than the currently short-
est one. This issue, called reopening, is also used in A*.
There are three major pitfalls in this strategy.

First, it is necessary to store the current depth of each
visited state which adds considerable memory overhead.
It is worth saying that some heuristic algorithm like A*
also require to store additional information with each
state.

Second, the worst-case time complexity for this strat-
egy is exponential in the size of the state space. As we
shall see this also a problem of A*. But, contrary to
ADFS, reopening can be avoided in A* under certain
circumstances.

Third, even when the last remaining error state in
the state space has been found, the search must con-
tinue, since the algorithm only terminates when no more
states can be explored. This drawback, which is com-
mon to both options implemented in SPIN, has a very
unfavorable effect on the average computational effort
required by search.

2.3 Heuristic Search

Uninformed search algorithms like the ones previously
described, search explore the state space independent to

2 For instance, we have observed this behavior in a telephony
system model written in Promela. Up to a search depth bound of
67 no error is found, from bound 68 to 139 an error is found, from
bound 140 to 154 no error is found, from 155 onwards an error is
found again, and so on.

the actual problem being solved. In contrast, heuristic
search algorithms exploit information about the under-
lying problem in order to guide the search. Basically,
heuristic functions establish the desirability of expand-
ing a state. An important class of such functions are
estimates, which approximate the distance from a given
state to a set of goal states. The most frequently used
heuristic search algorithms are A* [27], best-first search,
and IDA* [35].

Algorithm A*, as presented in Figure 3 for the verifica-
tion of safety properties, treats Open as a priority queue
in which the priority of a state v is determined by a value
f . The f–value for a state v is computed as the sum of
i) the length v.g of the currently shortest path from the
start state to v and ii) the estimated distance h(v) from
v to a goal state.

As a modification to the general state expanding
search algorithm of Figure 1, A* can move states from
Closed to Open when they are reached along a shorter
path. This step is called reopening and is necessary to
guarantee that the algorithm will find the shortest path
to the goal state when non-monotone heuristics are used.
Monotone heuristics satisfy the property that for each
state u and each successor v of u the difference between
h(u) and h(v) is less than or equal to the cost of the tran-
sition that goes from u to v. If non-monotone heuristics
are applied, the number of reopening can be exponential
in the size of the state space. However, even if most of the
heuristics that we use cannot be proven to be monotone,
our experience has shown, that states are very rarely re-
opened.

An interesting property of A* is that if h is a lower
bound of the distance to a goal state, then A* is admis-
sible, which means that it will always return the shortest
path to a goal state [45].

Best-first search (BF) can be casted as a variant of A*
that takes only h into account, that is f(u) = h(u) for
all states u. This greedy algorithm does not guarantee
optimal results but in difference to hill-climbing search
schemes that commit changes to a successor nodes, by
backtracking to the set of visited states the algorithm is
complete, i.e. the search cannot terminate in local min-
ima or maxima. Especially for weak heuristics and a high
density of goal states, BF turns out to be the algorithm
of choice. It quickly establishes a first solution making it
well-suited to the exploratory phase.

Iterative-deepening A*. The requirement for storing all
expanded and generated states in lists is a serious dis-
advantage of A*. Once all memory is exhausted the al-
gorithm can no longer proceed. As a way out of this
dilemma, we suggested the use of the iterative deepen-
ing variant of A*, IDA* for short. IDA* is a refinement
of the brute-force depth-first iterative deepening search
(DFID) [35] that combines the space efficiency of depth-
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( 1) procedure A*(s)
( 2) begin

( 3) Closed← ∅;
( 4) Open← ∅;
( 5) s.f ← h(s); s.g ← 0;
( 6) Open.insert(s);
( 7) while not Open.empty() do

( 8) u← Open.extractmin();
( 9) Closed.insert(u);
(10) if goal(u) then

(11) return solution;
(12) for each e ∈ outgoing(u) do

(13) v ← to(e);
(14) v.g ← u.g + cost(e); f ′ ← v.g + h(v);
(15) if v ∈ Open then

(16) if (f ′ < v.f) then

(17) v.f ← f ′;
(18) else if v ∈ Closed then

(19) if (f ′ < v.f) then

(20) v.f ← f ′;
(21) Closed.delete(v);
(22) Open.insert(v);
(23) else;
(24) v.f ← f ′;
(25) Open.insert(v);

Fig. 3. A* search algorithm.

first search and the admissibility of A*. The price to pay,
however, is a loss of time effience. While DFID performs
successive depth-first search iterations with increasing
depth bound, in IDA* increasing cost bounds are used
to limit search iterations. The cost bound f of a state
is the same as in A*. Similar to A*, IDA* guarantees
optimal solution paths if the estimator is a lower bound.
We have used IDA* in combination with bit-state hash-
ing [29] to improve the coverage of the state space ex-
ploration of very large state spaces, at the expense of a
loss of completeness of the model checking procedure.

2.4 Heuristic Estimator Functions

The key to a well-functioning heuristic search with A*
or IDA* are suitable heuristic estimator functions that,
for a given state s, return an approximated path length
h(s) to reach a goal state. Such functions can also be
applied in BF. Hence, in the following we focus on this
kind of functions.

In our setting, goal states are states violating a de-
sired property and path length is measured in terms of
state transitions needed to reach the goal state.

Actually, our approach can be generalized to consider
path costs instead of path lengths. This is done by as-
signing cost to transitions. For example, we could assign
a cost of 1 to each transition of the system correspond-
ing to a communication operation and a cost of 0 to

the rest. In this case, we aim at finding the counterex-
ample involving the minimal number of communication
operations. However, for the sake of simplicity we will
concentrate on the uniform cost model, where all tran-
sitions are assigned to equal costs. This is equivalent to
consider path lengths.

Ideally, we would like to have an admissible well in-
formed estimates in order to be able to quickly find the
optimal error trail with A*. Unfortunately, finding such
a function is not easy.

We have developed a number of property-dependent
heuristic estimate that we summarize below3. They are
neither admissible nor well-informed in general and are
thus more suited for a best-first search exploration with
the objective of quickly finding an error, rather than
aiming at optimal trails.

Formula-based Heuristic Estimate. Assume that f is a
global state formula describing a property to be satisfied
by a goal state. We recursively define a function Hf (s)
that, for a given global system state s, computes the dis-
tance to a goal state, in which f holds. Ground terms in
the state formula language include expressions such as
i@s, which means that the Promela process with id i is
in its local control state s, empty(q), which says that the
queue q be empty, or a that states that state proposi-
tion a be true. We directly assign model-dependent lower
bound values to these arguments. For instance, Hi@s(s)
is computed using a local control state distance matrix
that indicates how many steps a process has to pass at
least to go from one local control state to another. Obvi-
ously, this yields a lower bound for the number of global
control state transitions needed to reach the global goal
state S′ in which process i is in local control state s.
It is fairly inexpensive to pre-compute the required lo-
cal distance matrix. To compute Hempty(q)(s) we simply
return the current number of elements in the queue q,
which provides an admissible heuristic estimate as long
as every global state transition can at most remove one
element from the queue. Ha(s) is assigned to the value 0,
if a holds in s, and to 1 otherwise. This heuristic estimate
is admissible as well. For boolean formulae, we compute
the heuristic estimates based on the conjuncts or dis-
juncts present in the formula. As an example, for Hg∨h

we use min{Hg(s), Hh(s)} as an admissible estimate. For
Hg∧h we use max{Hg(s), Hh(s)}, which is only admissi-
ble in case g and h are in fact independent. To deal with
logical negation, we compute a value Hf for a formula
of the form ¬f . For the details we refer the reader to
[16]. The formula based heuristic estimate can directly
be applied to model check invariants and code assertions.

Heuristic Estimates for Deadlock Detection. Estimating
the distance to unknown error states is more difficult.
The formula-based heuristic [17] constructs a function

3 Note that we refer to the modeling language Promela which is
the input language to the SPIN model checker.
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that characterizes error states. Given an error formula
f and starting from state s, a heuristic function hf (s)
is constructed for estimating the number of transitions
needed until a state s′ is reached, where f(s′) holds.
Constructing an error formula for deadlocks is not triv-
ial. In [17] we discuss various alternatives, including for-
mula based approaches and an estimate derived from
user-provided characterizations of local control states as
deadlock-prone.

The active-processes heuristic for deadlock detection
is a very simple function defined as the number of pro-
cesses currently active (or non-blocked). It is a non-
admissible heuristic, and bad-informed in systems in-
volving a low number of processes.

2.5 Experimental Results

We implemented the directed explicit state model check-
ing approach in the HSF-SPIN experimental toolset4.
It combines the capabilities of the SPIN model checker
with the Heuristic Search Framework (HSF) [14]. Both
SPIN and HSF-SPIN use the same specification language
(Promela) and trail format. We performed an extensive
set of experiments using various Promela protocol mod-
els. This includes the CORBA GIOP protocol [33] and a
basic call processing model called POTS as real-life pro-
tocols, as well as a number of toy examples such as the
dining philosophers. We summarize our results below:

– For deadlock detection as well as for invariant and
assertion violations the directed model checking ap-
proach led to substantial improvements in reducing
the length of the error trails. In many examples,
the length reduction factor was approximately in the
range of between 0.5 and 500. As an example, check-
ing an invariance violation in the POTS model led
to a reduction in the size of the counterexample from
477 messages down to 12 messages, which greatly fa-
cilitated error explanation.

– In some instances, the exploration effort as measured
in terms of states visited, states expanded and tran-
sitions taken was lower than the effort needed in
by SPIN’s DFS traversal. However, there also was
a number of instances where the DFS traversal ex-
plored many less states than the A*-based approach.
It seems that the reason for this phenomenon lies in
the structure of the model and the properties of the
formula to be checked.

– In most instances, the A* based search delivered op-
timally short counterexamples, even if the heuristic
estimates were not admissible.

– The greedy BF search usually improved the coun-
terexample length, but in many instances, returned
results were not optimal. In some instances, BF deliv-

4 Source available from http://www.informatik.uni-freiburg.de/
∼lafuente/hsf-spin

ered results close to the optimum with substantially
lower exploration effort than A*.

– It became clear that the exploration effort is also de-
pendent on the quality of the heuristic estimate func-
tion. A poor range of values provided by the estimate
is a symptom of a bad-informed heuristic.

– The analysis of the dining philosophers problem, the
A* based directed model checking could analyze prob-
lem instances of a size orders of magnitude larger
than those analyzable with SPIN’s DFS. In fact, the
directed model checking approach scaled linearly in
the number of philosophers, while exploration effort
for the DFS search grew exponentially. As we ex-
plained in [16], directed model checking is not sub-
ject to the in this case infelicitous exploration strat-
egy that SPIN is using in which the exploration order
depends on the lexical ordering of the processes. This
entails that the behavior of one process (correspond-
ing to one philosopher) is expanded in the depth be-
fore other processes’ behaviors are exploited, which is
contrary to the strategy of leading the dining philoso-
phers into a deadlock by allowing every philosopher
to take exactly one step (acquiring one fork).

– Deadlock detection in the GIOP protocol proved the
usefulness of IDA* with bitstate hashing to analyze
systems with very large state spaces. This approach
can find deadlocks, where A* and IDA* based ap-
proaches fail due to the exhaustion of memory re-
sources.

3 Trail Improvement

In this section we discuss options for deriving improved,
i.e., shorter error trails from already established ones.
This is useful when error states and their corresponding
error trails have been obtained during previous verifica-
tion or simulation runs and when the goal is to improve
the length of these given error trails. We first present a
method to shorten the error trail showing the violation
of a safety property. We discuss two suitable heuristic
estimates for this case. Second, we present a way to im-
prove the length of the error trail for a liveness property
violation.

3.1 Heuristics for Known Error States

We now turn to the question of suitable heuristics that
estimate the distance from a current global system state
to a target global system state. Note that the global sys-
tem state of a concurrent message based system such as
it is defined by Promela is determined by the control
states of all processes, the local data state of all pro-
cesses, the state of all global variables, and the state of
all communication channels. We assume that, as the re-
sult of a previous verification or simulation run, we are in
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the possession of a complete characterization of a global
error state, given by an error trail leading into this state.
We present two heuristic estimates that exploit informa-
tion regarding the given error state in order to direct the
search.

Hamming Distance Heuristic. Let s ∈ S be a global
state given in a suitable binary encoding, i.e., as a bit
vector s = (s1, . . . , sk). Furthermore, let s′ be the error
state we are searching for. One coarse estimate for the
number of transitions necessary to get from s to s′ is the
number of bit-flips necessary to transform s into s′. The
estimate is called the Hamming distance Hd(s, s

′) and
defined as

Hd(s, s
′) =

k∑

i=1

|si − s′i|.

Obviously, |si − s′i| ∈ {0, 1} for all i ∈ {1, . . . , k}. Note
that the estimate Hd(s, s

′) runs in time linear to the size
of the binary encoding of a state and that it is not admis-
sible, since one state transition in the system may change
more than one bit in the state description. Nonetheless,
in practical experiments the Hamming distance turns
out to provide a useful guidance when used as a goal
distance estimate in heuristic search algorithms. In other
words, despite its inadmissibility it imposes a valuable
ordering of the states that the directed search algorithm
exploits during state space exploration.

Finite State Machine (FSM) Distance Heuristic. An-
other distance metric centers around the local states of
component processes. Given a target global state s′ ∈ S
the FSM heuristic estimate Hm(s) is defined as the sum
of the distances between the local states of Pi in the cur-
rent global system state s and the local control states of
Pi in g in the state transition graph of the process, for
each local process Pi, i.e.,

Hm(s) =
n∑

i=1

Di(pci(s), pci(s
′)),

where pci(s) denotes the local state of process Pi in
global state s. The shortest paths between states in the
local state transition graph of each process Pi are stored
in a matrix Di. The matrix Di can be pre-computed in
time cubic to the number of the states in the state tran-
sition graph of process Pi. Johnson’s algorithm [11] can
also be applied, offering an asymptotically better time
complexity if the graph is sparse. Anyway, note that lo-
cal state transition graphs are small in comparison to
the overall search space, such that the running time of
this algorithm does not constitute a severe burden5.

5 In fact, experimental results with our model checker HSF-
SPIN shows that computing these tables requires some millisec-
onds running time, while the total running time is usually higher
than one second.

Once the matrices Di are constructed, Hm(s) can be
computed in time linear to the number of processes of
the system.

In contrast to the Hamming distance, the FSM dis-
tance does not take the current queue contents and the
values of local and global variables into account. There-
fore, while the Hamming distance is capable of direct-
ing the search into exactly the same given error state,
the FSM distance will guide the search into finding the
shortest path into states that are equivalent to the origi-
nal error state in the following sense: The equivalence is
defined through the local control states of all processes
in the system. We expect that the search will then be
directed into equivalent error states that could poten-
tially be reachable through shortest paths. We contend
that in many situations this type of heuristic estimate
is nevertheless useful, since many errors only depend on
the local control states of all processes and not on the
data state of the system. Next we prove that the FSM
heuristic is monotone.

Theorem 1. The FSM heuristic estimate is monotone.

Proof. We have to show that for each transition s → s′

of the system, we have Hm(s) ≤ 1 + Hm(s′). Let s′′ be
the goal state, and let Pj be the corresponding process
of the transition. We have

Hm(s) =
n∑

i=1

Di(pci(s), pci(s
′′)),

which can be rewritten as

Dj(pcj(s), pcj(s
′′)) +

n∑

i=1,i6=j

Di(pci(s), pci(s
′′)).

On the other hand, we have

Hm(s′) =

n∑

i=1

Di(pci(s
′), pci(s

′′)),

which, in turn, can similarly be rewritten as

Dj(pcj(s
′), pcj(s

′′)) +

n∑

i=1,i6=j

Di(pci(s
′), pci(s

′′)).

We know that in an asynchronous system, a transition
changes only the local state of the process performing
the local transition, which is Pj in this case. As a con-
sequence,

n∑

i=1,i6=j

Di(pci(s), pci(s
′′))

is equal to

n∑

i=1,i6=j

Di(pci(s
′), pci(s

′′)),

since
∀i = 1..n, i 6= j : pci(s) = pci(s

′).
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e

s0

e′

Fig. 4. Two ways of trail improvement: searching for the same
error state e or searching for equivalent error states e′.

Moreover, it is easy to see that that Dj(pcj(s), pcj(s
′′)) ≤

1 + Dj(pcj(s
′), pcj(s

′′)). It follows that Hm(s) ≤ 1 +
Hm(s′). ⊓⊔

Corollary 1. The FSM heuristic estimate is admissi-
ble.

Proof. The stated result follows immediately from The-
orem 1 since every monotone heuristic is also admissi-
ble [46].

3.2 Improving Safety Trails

Trail improvement can be used in two ways. It can be
used to reduce the length of an error trail to a given error
state, or it can be used to find an improved error trail to
some state that is equivalent to a previously found error
state with respect to property f . This is illustrated in
Figure 4, one can aim at finding a shorter path to state
error e, or find a shorter path to a state e′ also violating
the same property f .

The difference is determined by the nature of the
specification, i.e., whether it characterizes precisely one
global system state, or whether it characterizes an equiv-
alence class of more than one state violating f . Let us
now assume that f is a property specification and that a
previous model checking or simulation run has returned
e as a state violating f .

Formally speaking, searching for state e entails search-
ing for the violation of a property fe, stating that state
e is never reached. Property fe can be represented by an
invariant which negates a formula uniquely character-
izing state e. Such a formula φe requires each variable
(including the local control states) to have the same val-
ues as in e. Thus, fe is ¬φe and we can hand this over
to a model checker.

Whether we search for e or for any state e′ violating
the same property f , we can apply A* with the heuris-
tics described in the previous section. We believe that
the heuristics can guide the algorithm in order to find
error states at shallower depths. For example, the Ham-
ming distance can help if error states are very similar in
their bynary encodings, while the FSM distance if error
states have similar local states. Actuall, the only differ-
ence during the verification is that if we are looking for
a shorter path to e and we find a state e′ violating the

same property, we just ignore it and continue the search
until e is finally found.

To validate our approach we extended our experi-
mental Promela model checker HSF-SPIN, which inher-
its some of the capabilities of SPIN and includes var-
ious search algorithms like depth-first search, breadth-
first search, A* and best-first, as well as many heuristic
functions.

All the experiments have been executed on a SUN
workstation with a 248 Mhz UltraSPARC-II CPU under
Solaris 5.7. If nothing else is stated, the depth bound
is set to 10,000 and no state compression technique is
used. We let the experiments run for 24 hours with a
maximum memory consumption of 512 MB.

Benchmark Models. In the rest of the paper we will use
a set of Promela models in our experiments.

The leader election algorithm [13] (leader) solves
the problem of finding a leader in a ring topology. In the
original algorithm each node of the ring has a distinct
identifier. The algorithm guarantees that the node with
the highest identifier is recognized as leader by every
other node. In our faulty version every node has the same
identifier, leading to a violation of an invariant which
states that when a process decides that he is the leader,
the number of leaders is exactly one.

We also use a model of a concurrent program that
solves the stable marriage problem [42] (marriers(n)).
The model consists of n concurrent processes (the suit-
ors), which are looking for wife. A process that has found
an appropriate pair is idle, until another process steal
his pair. If this happens, the earlier looks for a new pair.
When each process has a wife, the algorithm terminates.
We found an example program trying to solve this prob-
lem, which contains a deadlock due to a race condition
caused by two actions, which should be performed atom-
ically.

The CORBA GIOP protocol [33] (giop(n,m)) is a
key component of the OMG’s Common Object Request
Broker Architecture (CORBA) specification. It speci-
fies a standard protocol that enables interoperability be-
tween ORB’s from different vendors. The architecture of
the model includes a set n ORB clients that communi-
cate with m ORB servers via the GIOP interface. This
communication is done via the GIOP and the transport
levels. As explained in [33] a deadlock was revealed in
the early development of the model. Indeed, the error is
similar to a known problem in the TCP protocol and is
documented in the GIOP specification [40]. Additionally
we have another version of the protocol that violates a
response property requiring that whenever a user (ORB
Client) process sends a request, a reply will be eventually
received.

Model pots is a preliminary design of a Plain Old
Telephony System (POTS). This model was generated
with the visual modeling tool VIP [34]. It is a “first cut”
implementation of a simple two-party call processing,
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and we know that it is full of faults of various kinds.
The model consists of two user processes representing
the environment behavior of the switch, as well as two
phone handler processes representing the software in-
stances that control the internal operation of the switch
according to signals (on-hook, off-hook, etc.) received
from the environment. The model violates an invari-
ant requiring that it cannot happen that all user pro-
cesses and one phone handler process are in conversation
states, indicating that they presume the two phones to
be connected, while the second phone handler is not in
a conversation state.

We also have a model of an elevator (elevator)6,
which violates a simple response property: whenever a
button is pressed in a level, the elevator will eventually
reach the level and open its door.

Last we use a deadlock-free solution to the well-known
Dijkstra’s dining philosopher problem (philo). The prob-
lem involves a number of philosophers sitting around the
table. There is a plate in front of each philosopher and
a fork between each pair of adjacent plates. A philoso-
pher needs two forks to eat the spaghettis contained in
its own plate. The problem is to find a protocol to get
and release the forks. Our deadlock-free solution is very
simple. A philosophers just takes its left and right fork
in a single action. This avoids deadlocks but violates a
response property stating that whenever a philosopher
is eating, his left neighbor will eventually eat.

In the remainder of the paper we use the indicated
abbreviations for the models. For scalable protocols we
indicate the number of instances using brackets after the
name of the protocol. For example, philo(8) denotes
an instance of the dining philosopher’s problem with 8
philosophers.

Experiments In the following set of experiments we as-
sume that we are in the possession of an error trail that is
non-optimal in terms of its length, obtained from a veri-
fication run with DFS. We will show that a shorter error
trail can be found using directed model checking with
the A* algorithm. The heuristic estimates are obtained
by applying the Hamming and FSM distance metrics to
an error state derived from the given error trail. More
precisely, the provided error trail is simulated in order
to generate the last state, which is the error state that
is stored and used as basis for the heuristic functions.
The time required for generating the error state is not
significant.

Table 1 depicts the results of searching for different
safety error states with depth-first search, and improv-
ing the error trail provided by that algorithm with A*.
Table 2 is similar, but contains results obtained by the
two strategies described in Section 2.2, namely IDFS and
ADFS. We consider two kind of improvements: search-
ing states violating the same property f or searching for

6 Based on the model described in http://www.inf.ethz.ch/
∼biere/applets/elsim/

marriers(4)

DFS f ,Hd f ,Hm fe,Hd fe,Hm

s 407,009 26,545 225,404 126,479 1,754,408
l 121 99 66 121 121
m 58 MB 8 MB 26 MB 22 MB 248 MB
r 367 s 6 s 126 s 62 s 1,150 s

pots

DFS f ,Hd f ,Hm fe,Hd fe,Hm

s 118,099 988 13,865 4,432 14,714
l 987 89 81 89 88
m 58 MB 7 MB 11 MB 7 MB 12 MB
r 81 s 5 s 5 s 5 s 5 s

leader(8)

DFS f ,Hd f ,Hm fe,Hd fe,Hm

s 36 10,733 3,161 10,773 3,173
l 71 71 69 71 71
m 3 MB 10 MB 6 MB 10 MB 6 MB
r 1 s 6 s 1 s 6 s 1 s

giop(2,1)

DFS f ,Hd f ,Hm fe,Hd fe,Hm

s 218 988 30,629 23,518 446,689
l 134 67 65 134 134
m 3 MB 5 MB 22 MB 18 MB 266 MB
r 1 s 1 s 8 s 21 s 128 s

Table 1. Improving various trails corresponding to safety errors
with A*.

exactly the same error state e described by formulae fe

which in practice is constructed by simulating the er-
ror trail. Estimates applied are the Hamming distance
and the FSM distance. The table includes the number
of stored states (s), the length of the error trail (l) and
time and memory consumption (r and m). If an exper-
iment runs out of time or of memory we write o.t. and
o.m., respectively.

In all cases, our heuristic search approach outper-
forms the blind search strategies in terms of compu-
tational effort. This is specially evident in pots and
leader. In the earlier case, ADFS runs out of time be-
cause a high number of re-openings are necessary, while
in the latter case both IDFS and ADFS run out memory,
since the portion of the state space below the last error
state is too large to be completely stored.

In some cases, for example leader or giop, the blind
search strategies are able to find shorter counterexam-
ples. This is not the case of pots, where IDFS delivers a
counterexample that is far from optimal, while A* finds
near-to-optimal error trails.

We now concentrate on the results obtained by A*.
The first significant result is that finding a shorter path
to exactly the same error state fe is not always possible.
Indeed, a shorter path was only found in pots.

On the other hand, searching for shorter paths to
equivalent errors mostly requires less computational ef-
fort. In some cases, like marriers the difference between
the original error state and the equivalent error states
found is only in the data values. More precisely, only the
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marriers(4)

f ,IDFS f ,ADFS fe,IDFS fe,ADFS

s 1,042,407 1,042,407 2,218,127 2
l 77 66 121 121
m 147 MB 147 MB 311 MB 311 MB
r 677 s 698 s 1,424 s 1430 s

pots

f ,IDFS f ,ADFS fe,IDFS fe,ADFS

s 313,677 o.t. 387,604 o.t.
l 428 o.t. 897 o.t.
m 151 MB o.t. 188 MB o.t.
r 182 s o.t. 232 s o.t.

leader(8)

f ,IDFS f ,ADFS fe,IDFS fe,ADFS

s o.m. o.m. o.m. o.m.
l 68 68 68 68
m o.m. o.m. o.m. o.m.
r 1073 s 1073 s 1074 s 1074 s

giop(2,1)

f ,IDFS f ,ADFS fe,IDFS fe,ADFS

s 58,703 58,703 547,839 548,989
l 58 58 134 134
m 37 MB 37 MB 322 MB 323 MB
r 15 s 15 s 153 s 155 s

Table 2. Improving various trails corresponding to safety errors
with various blind-search strategies.

information regarding which wife is associated to which
suitor is different. In the original error trail state, all
suitors are pretending to marry the same woman, while
in the other deadlock states only two of them think they
will marry the same person. The race condition is the
same, but in the original error, there are more processes
involved.

Contrary, in pots the states differ also in the local
state of the processes. Recall that the invariant violated
in this model requires two users and one handler to be in
a conversation state, while the other handler is not. In
the original counterexample, the handler that is not in
conversation are in different states, hence corresponding
to two different violations of the same property.

The Hamming distance mostly requires less compu-
tational effort than the FSM distance. The only case in
which this is not true is in leader, where the Hamming
Distance, which is not an admissible heuristic, is mislead-
ing the search. On the other hand, the FSM distance al-
ways provides counterexamples of equal or smaller length,
as expected.

3.3 Improving Liveness Trails

Recall that a liveness error trail consists of a path with
an initial prefix to a seed state and a cycle starting from
that state. Hence, we propose a simple strategy. First,
we shorten the path from the initial state to the seed
state. Then, we shorten the path from the seed state to
itself. Finally, we put the shortened paths together; the

seedseed seed

Fig. 5. Liveness error trail shortened in two phases. First the path
to the seed is shortened (center), and then the cycle (right).

elevator(3)

NDFS A*,Hd A*,Hm

s 192 58,856 69,162
l 231+90 189+90 189+90
m 3 MB 16 MB 19 MB
r 1 s 30 s 25 s

philo(16)

NDFS A*,Hd A*,Hm

s 2,603 92 742
l 5,223+4 63+4 63+4
m 11 MB 6 MB 6 MB
r 35 s 1 s 1 s

giop(2,1)

NDFS A*,Hd A*,Hm

s 7,331 355,249 931,901
l 288+2 288+2 288+2
m 8 MB 235 MB 609 MB
r 3 s 549 s 430 s

Table 3. Improving the trail of liveness properties in various pro-
tocols.

result is a path corresponding to a liveness error trail.
Figure 5 illustrates this.

In order to shorten the paths we just apply the tech-
nique described in the previous section, i.e we use A*
with the Hamming distance or with the FSM distance.

Experiments. We present experiments on shortening live-
ness error trails provided by the nested depth-first search
algorithm (NDFS). We use A* with the FSM and Ham-
ming distances, to shorten first the initial prefix and
then the cycle. Table 3 depicts the results. Note that
the length of a liveness trail is denoted by the sum of
the length of the prefix path and the cycle.

In the case of giop the computational effort required
is significant, but the error trail is not improved even
when applying the FSM distance. In the rest of the test
cases, we are able to shorten the initial prefix, but not
the cycle. Recall that this heuristic is admissible and
guarantees to find the shortest path to a given state.
Hence, when a path to a state is not improved, that
path is already optimal.
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Note that in most cases the applying the Hamming
distance requires to store less states than applying the
FSM distance. On the other hand, the latter case re-
quires less time. The reason is that computing the Ham-
ming distance for a state requires more time than com-
puting the FSM distance, especially if the number of
processes in the system is low, while the size of a state
representation is large as is the case of giop, where ap-
plying the Hamming distance requires to explore about
three times less states but more time.

4 Partial Order Reduction and Directed Model

Checking

Partial order reduction methods exploit the commuta-
tivity of concurrent transitions in asynchronous systems
in order to reduce the size of the state space. Concurrent
transitions can be interleaved in any order. If the order
of execution is irrelevant with respect to the property to
be analyzed, then a set of concurrent transitions defines
an equivalence class of execution paths with respect to
that property. The goal of partial order reduction is to
reduce the state space of the system by replacing that
portion of the state space that corresponds to this equiv-
alence class by just one representative which results in
pruning the state space graph. The construction of the
reduced state space needs to ensure that the reduced
state space is equivalent to the original one with respect
to the property to be analyzed. In other words, the con-
struction must ensure that the property to be verified is
satisfied in the reduced state space if and only if it is sat-
isfied in the non-reduced original state space. Due to its
popularity, we mainly follow the ample set approach in
our paper. Nonetheless, most of the reasoning presented
in this section can be adjusted to any of the other ap-
proaches.

4.1 Ample Set Construction

The algorithm for generating a reduced state space ex-
plores only some of the successors of a state. Recall that
transition α is enabled in a state s if α(s) is defined. The
set of enabled transitions from a state s is usually called
the enabled set and is denoted as enabled(s). The algo-
rithm selects and follows only a subset of this set called
the ample set and is denoted as ample(s). A state s is
said to be fully expanded when ample(s) = enabled(s),
otherwise it is said to be partially expanded. Along this
section let S = 〈S, S0, T,AP , L〉 be a labeled transition
system.

Independence. As we argued above, partial order reduc-
tion techniques are based on the observation that the or-
der in which some transitions are executed may not be
relevant. This leads to the concept of transitions inde-
pendence. This concept encompasses the property that

p

pp

p

α
αγ

α γ
β

β β

β α

γ

γ

Fig. 6. Illustration of independence and invisibility of transitions.

executing independent transition in one order does not
preclude the execution in another order, and that any
order of execution leads to the same state. More for-
mally, two transitions α, β ∈ T are independent if for
each state s ∈ S in which both transitions are defined,
the following two properties hold:

1. α and β do not disable each other: α ∈ enabled(β(s))
and β ∈ enabled(α(s)).

2. α and β are commutative: α(β(s)) = β(α(s)).

Two transitions are dependent if they are not indepen-
dent.

Invisibility. A further fundamental concept is the fact
that some transitions are invisible with respect to the
set of atomic propositions that occur in the property
specification, which means that they do not alter the
truth of any proposition in the set. A transition α is
invisible with respect to a set of propositions P if for each
pair of states s, s′, if s′ = α(s), L(s)∩P = L(s′)∩P . In
the following, we will say that a transition is invisible, if
it is invisible with respect to the set of propositions that
appear in the safety LTL formulae being checked.

Figure 6 illustrates independence and invisibility of
transitions. Transitions α, β and γ are pairwise indepen-
dent. Transitions α and β are invisible with respect to
the set of propositions P = {p}, while γ is not. The figure
also illustrates why partial order reduction techniques
are said to exploit diamond properties of a system.

Stuttering Equivalence. We now present the concept of
stuttering equivalence with respect to an LTL formula.
Let P be the set of atomic propositions that appear in
the formula. A block is defined as a finite execution con-
taining invisible transitions only. Intuitively, two execu-
tions are stuttering equivalent if they can be defined as
a concatenation of blocks such that the atomic proposi-
tions of the i-th block of both executions have the same
intersection with P , for each i > 0. Figure 7 depicts
two stuttering equivalent paths with respect to an LTL
property in which only propositions p and q occur.

Two transition systems are stuttering equivalent if
and only if they have the same set of initial states and
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p, q p, q

p, q

¬p,¬q ¬p,¬q

¬p,¬q¬p, q¬p, q¬p, q

¬p, q

Fig. 7. Stuttering equivalent executions.

for each execution in one of the systems starting from
an initial state there exists a stuttering equivalent exe-
cution in the other system starting from the same initial
state. It can be shown that LTL−X formulae7 cannot
distinguish between stuttering equivalent transition sys-
tems [9]. In other words, if M and N are two stuttering
equivalent transition systems, then M satisfies a given
LTL−X specification if and only if N also does.

Ample Set Construction for LTL−X . The main goal of
the ample set construction is to select a subset of the
successors of a state such that the reduced state space
is stuttering equivalent to the full state space with re-
spect to a property specification, which contains a set
P of atomic propositions. The construction should of-
fer a significant reduction without requiring a big com-
putational overhead. The following four conditions are
necessary and sufficient for the proper construction of a
partial order reduced state space for a given set of atomic
propositions P [9].

Condition C0: The set ample(s) is empty exactly
when enabled(s) is empty.

Condition C1: Along every path in the full state space
that starts at s, a transition that is dependent on
a transition in ample(s) does not occur without a
transition in ample(s) occurring first.

Condition C2: If a state s is not fully expanded, then
each transition α in the ample set of s must be invis-
ible with respect to P .

Condition C3: If for each state of a cycle in the re-
duced state space, a transition α is enabled, then α
must be in the ample set of some of the states of the
cycle.

Conditions C0, C1 and C2 or their approximations
can be implemented independently from the particular
search algorithm used. It was shown in [9] that the com-
plexity of checking C0 and C2 does not depend on the
search algorithm. Checking Condition C1 is more com-
plicated. In fact, it has been shown to be at least as
hard as checking reachability for the full state space.
It is, however, usually over-approximated by checking a
stronger condition [9] that can be checked independent
to the search algorithm. In following lines we shall see
that the complexity of checking the cycle condition C3

depends on the search algorithm used.

7 LTL−X is the linear time temporal logic without the next-time
operator X.

s

α1

α2..αn

dfs stack

Fig. 8. Reduction example for depth-first search.

Dynamically Checking the Cycle Condition. Condition
C3 is commonly over-approximated using the following
condition:

Condition C3cycle: Every cycle in the reduced state
space contains at least one state that is fully ex-
panded.

Hence, checking C3 can be reduced to detecting cy-
cles during the search. Cycles can easily be established in
depth-first search: Every cycle contains a backward edge,
i.e. an edge that links back to a state that is stored on
the search stack [9]. Consequently, avoiding ample sets
containing backward edges except when the state is fully
expanded ensures satisfaction of C3 when using stack-
based search algorithms. The resulting stack-based cycle
condition C3stack can be stated as follows [30]:

C3stack: If a state s is not fully expanded, then no
transition in ample(s) leads to a state on the search
stack.

The example depicted on Figure 8 illustrates how
C3stack is used. The set of enabled transitions in state s
is {α1, . . . , αn}. Transition α1 closes a cycle on the stack
and cannot be included in any ample set candidate, ex-
cept when the state is fully expanded. Therefore, the set
of transitions {α2} is a valid candidate, while {α1, α2}
and {α1} are examples of invalid ample sets.

The implementation of C3stack for depth-first search
strategies marks each expanded state on the stack with
an additional flag, so that stack containment can be
checked in constant time. Depth-first strategies record-
ing visited states will not consider every cycle in the
state space on the search stack, since there might exist
exponentially many of them. However, C3stack is still a
sufficient condition for C3 since every cycle contains at
least a backward edge.

Safety Cycle Condition. Condition C3− has been im-
plicitly proposed in [30]. It is a relaxation of C3 that
is only correctly applicable to the verification of safety
properties:

Condition C3−: If for each state of a cycle in the
reduced state space, a transition α is enabled, then
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α must be in the ample set of some of the successors
of some of the states of the cycle.

The authors of [30] propose an approximation of the
C3− condition defined as follows:

Condition C3−
stack: If a state s is not fully expanded,

then at least one transition in ample(s) does not lead
to a state on the search stack.

Consider again the example on the left Figure 8. Con-
dition C3−

stack does not characterize the set {α1} as a
valid candidate for the ample set. Contrary to C3stack,
condition C3−

stack accepts {α1, α2} as a valid ample set,
since at least one transition (α2) of the set leads to a
state that is not on the search stack of the depth-first
search. Condition C3−

stack is not sufficient to guarantee
C3 which is necessary for checking liveness properties
correctly.

Statically Checking the Cycle Condition Before describ-
ing this technique, it is necessary to clarify that it does
not consist of checking the cycle condition statically.
The condition is checked dynamically, but the check-
ing method profits from information gathered statically,
i.e. before the verification process starts. In contrast to
the previous approaches this method explicitly exploits
the structure of the underlying interleaving system. Re-
call that the global system is constructed as the asyn-
chronous composition of several components. The au-
thors of [36] present what they call a static partial order
reduction method based on the following observation.
Any cycle in the global state space is composed of a local
cycle, which may be of length zero, in the state transi-
tion graph of each component process. Breaking every
local cycle breaks every global cycle. The structure of
the processes of the system is analyzed before the global
state space generation begins. The method is indepen-
dent from the search algorithm to be used during the
verification.

Some transitions are marked with a special flag, called
sticky and a cycle condition is used, such that no such
transition is allowed in an ample set of a state if the state
is not fully expanded. Hence, sticky transitions must be
selected such that they enforce the cycle condition C3.
Marking at least one transition in each local cycle as
sticky guarantees that at least one state in each global
cycle is fully expanded, which satisfies condition C3.
This approach can be refined as follows. The effect of
local cycles on the set of variables of the system can
be analyzed in order to establish certain dependencies
between local cycles. Assume, for example, that a local
cycle C1 has an overall incrementing effect on variable v.
For a global cycle to exist, it is necessary (but not suf-
ficient) to execute C1 in combination with a local cycle
C2 that has an overall decrementing effect on v. In this
case one can select only a sticky transition for this pair
of local cycles. The resulting cycle condition C3static is
defined as follows

Condition C3static: If a state s is not fully expanded
then no transition in ample(s) is sticky.

4.2 Ample Set Reduction with Directed Search

When combining partial order reduction with directed
search two major problems have to be considered. First
of all, common partial order reduction techniques require
to check a condition which entails the detection of cy-
cles during the construction of the reduced state space.
Depth-first search based algorithms like IDA* can easily
detect cycles during the exploration. On the other side,
general state expanding algorithms like A* are not well-
suited for cycle detection. Stronger cycle conditions or
static reduction methods must be applied.

The second problem is that partial order reduction
techniques do not preserve admissibility of the resulting
algorithm. In other words, when partial order is used
there is no guarantee to find the shortest counterexample
that leads to an error, which is one of the core objectives
of the paradigm of directed model checking.

Checking the Cycle Condition with a GSEA. Detecting
cycles with general state expanding search algorithms
that do not perform a depth-first traversal of the state
space is more complex. For a cycle to exist, it is necessary
to reach an already visited state. If during the search a
state is found to be already visited, checking that this
state is part of a cycle requires to check if this state is
reachable from itself, which increases the time complex-
ity of the algorithm from linear to quadratic in the size
of the state space. Therefore, the commonly adopted ap-
proach assumes that a cycle exists whenever an already
visited state is found. Using this idea leads to weaker
reductions, since it is known that state spaces of con-
current systems usually contain a high number of paths
leading to a same state, which is precisely one of the
facts that partial order reduction is trying to exploit.
The resulting condition [1,8] is defined as:

C3duplicate: If a state s is not fully expanded, then
no transition in ample(s) leads to an already visited
state.

We use the example of Figure 9 to illustrate this con-
dition. Transition α1 leads to a state s′ that lies below
the search horizon defined by the Open set, i.e., s′ has
already been visited when state s is expanded. Condi-
tion C3duplicate forbids s′ in any ample set if s is not
fully expanded. Hence, {α1} and {α1, α2} are examples
of non valid ample sets. On the other hand, the set {α2}
is not refuted.

Safety Cycle Condition for a GSEA. The cycle condi-
tion C3−

stack defined above cannot be used with gen-
eral node expanding algorithms that do not use a search
stack, since cycles cannot be efficiently detected. There-
fore, we propose an alternative condition based on the
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α1

α2..αn
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Fig. 9. Reduction example for GSEA.

same idea as C3duplicate in order to enforce the cycle
condition C3−, which is sufficient to guarantee a cor-
rect reduction when checking safety properties.

Condition C3−
duplicate: If a state s is not fully ex-

panded, then at least one transition in ample(s) does
not lead to an already visited state.

Similar to the comparison of conditions C3−
stack and

C3stack, Figure 9 illustrates that the set of transitions
{α1, α2} is rejected as ample set by condition C3duplicate,
but not by C3−

duplicate.
In order to prove the correctness of partial order re-

duction with condition C3−
duplicate for general state ex-

panding algorithms we proof a lemma. We use induction
on the state expansion ordering, starting from a com-
pleted exploration and moving backwards with respect
to the traversal algorithm. As a by-product, the more
general setting in the lemma also proves the correct-
ness of partial order reduction according to condition
C3−

duplicate for depth-first, breadth-first, best-first, and
A* like search schemes. The lemma fixes a state s ∈ S
after termination of the search and ensures that each
enabled transition is executed either in the ample set of
state s or in a state that appears later on in the expan-
sion process. Therefore, no transition is omitted. Apply-
ing the lemma to all states s in S implies C3−, which,
in turn, ensures a correct reduction.

Lemma 1. For each state s ∈ S the following is true:
when the search of a general search algorithm termi-
nates, each transition α ∈ enabled(s) has been selected
either in ample(s) or in a state s′ such that s′ has been
expanded after s.

Proof. Let s be the last expanded state. Every transi-
tion α ∈ enabled(s) leads to an already expanded state,
otherwise the search would have been continued. Con-
dition C3−

duplicate enforces therefore that state s is fully
expanded and the lemma trivially holds for s.

Now suppose that the lemma is valid for those states
whose expansion order is greater than n. Let s be the
n-th expanded state. If s is fully expanded, the lemma
trivially holds for s. Otherwise we have that ample(s) ⊂
enabled(s). Transitions in ample(s) are selected in s. Since
ample(s) is accepted by condition C3−

duplicate there is
a transition α ∈ ample(s) such that α(s) leads to a
state that has been previously neither visited nor ex-
panded. Evidently the expansion order of α(s) is higher

C3 C3−

stack
C3−

duplicate

Depth-first search based algorithms

General state
expanding algorithms

C3static

Fig. 10. C3 conditions.

than n. Condition C1 implies that the transitions in
ample(s) are all independent from those in enabled(s) \
ample(s) [9]. A transition γ ∈ enabled(s) \ ample(s) can-
not be dependent from a transition in ample(s), since
otherwise in the full graph there would be a path start-
ing with γ and a transition depending on some transi-
tion in ample(s) would be executed before a transition
in ample(s). Hence, transitions in enabled(s) \ ample(s)
are still enabled in α(s) and contained in enabled(α(s)).
By the induction hypothesis the lemma holds for α(s)
and, therefore, transitions in enabled(s) \ ample(s) are
selected in α(s) or in a state that is expanded after it.
Hence the lemma also holds for s.

Hierarchy of Cycle Conditions. Figure 10 depicts a di-
agram with all the presented cycle conditions for check-
ing safety properties. Arrows indicate which condition
enforces which other. In the following, we will say that
a condition A is stronger than a condition B if A en-
forces B. The dashed arrow from C3−

duplicate to C3−
stack

denotes that when the search is done with a depth-
first search based algorithm, condition C3−

stack enforces
C3−

duplicate, but not vice versa. The dashed regions con-
tain the conditions that can be correctly used with gen-
eral state expanding algorithms, and those that work
only for depth-first search like algorithms. For a given
algorithm, the arrows also denote that a condition will
produce better or equal reduction.

Solution Quality and Partial Order. One of the goals of
directed model checking is to find short paths to errors.
Although from a practical point of view near-to optimal
solutions may be sufficient to help designers during the
debugging phase, finding optimal counterexamples still
remains an interesting theoretical question.

Partial order reduction, however, does not preserve
optimality of the length of error trails for the full state
space. In fact, the shortest path to an error in the re-
duced state space may be longer than the shortest path
to an error in the full state space. Intuitively, the rea-
son is that the concept of stuttering equivalence does not
make assumptions about the length of equivalent blocks.

Suppose that transitions α and β of the state space
depicted in Figure 11 are independent and that α is in-
visible with respect to the set of propositions p. Suppose
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Fig. 11. Example of a full state space (left) and a reduction
(right).

further that we want to check the invariant Gp, where
p is an atomic proposition. With these assumptions the
reduced state space for the example is stuttering equiv-
alent to the full one. The shortest path that violates the
invariant in the reduced state space consists of transi-
tions α and β, which has a length of 2. In the full one,
the initial path with transition β is the shortest path to
an error state, such that the corresponding error trail
has a length of 1. In Section 5 we will see an approach
to mitigate this problem.

4.3 Experiments with Partial Order Reduction

We now present experimental results, intended to high-
light the impact of various reduction methods when de-
tecting errors with A*. More precisely, we want to com-
pare the cycle conditions C3−

duplicate and C3static that
can be applied jointly with A*. In addition we include
experiments that ignore the cycle condition in order to
show how much reduction is lost due to the cycles con-
ditions.

The estimates used for each model are the formula-
based heuristic for pots and leader, the active-process
heuristic for giop and the Hamming distance for the
marriers model, where the goal state is obtained by a
depth-first search verification run. We have selected two
examples, where partial order reduction and heuristic
search offer both small and large exploration gains. For
instance, heuristic search has a better effect in pots and
leader, while partial order reduction performs better in
giop and leader.

Table 4 shows the effect of applying C3−
duplicate and

C3static in conjunction with A*. In addition A* is used
without partial order reduction and with reduction but
ignoring the cycle reduction (C30).

As expected, both cycle conditions reduce the num-
ber of stored states and transitions performed. In all
cases except leader, condition C3static offers better re-
ductions than C3−

duplicate. This is probably due to the
relative high number of local cycles in the state tran-
sition graph of the processes in this model, and to the
fact that there is no global cycle in the global state space.
Since our implementation of the static reduction consid-
ers only the simplest approach where one transition in
each cycle is marked as sticky, we assume that the results

marriers(4)

no C30 C3−

duplicate
C3static

s 26,545 10,348 20,049 10,348
l 99 99 99 99
m 8 MB 6 MB 7 MB 6 MB
r 6 s 2 s 6 s 2 s

pots

no C30 C3−

duplicate C3static

s 6,654 5,429 5,574 5,429
l 81 81 81 81
m 7 MB 6 MB 6 MB 6 MB
r 3 s 2 s 2 s 2 s

leader(8)

no C30 C3−

duplicate C3static

s 558,214 104 104 97
l 76 119 119 96
m 272 MB 3 MB 3 MB 3 MB
r 237 s 1 s 1 s 1 s

giop(2,1)

no C30 C3−

duplicate C3static

s 29,915 5,683 5,574 11,981
l 58 58 58 58
m 20 MB 7 MB 13 MB 10 MB
r 11 s 2 s 7 s 4 s

Table 4. Finding a safety violation with A* and several reduction
methods.

will be even better with refined methods for character-
izing transitions as sticky.

Note that in some cases the cycle conditions are not
refusing any ample set. For example, applying condition
C3static in marriers and pots, and applying condition
C3−

duplicate in leader has the same effect as ignoring
the cycle condition. This does not occur, however, in the
giop model. Moreover, in all cases, ignoring the cycle
condition does not avoid finding the error in the model.

Solution quality is only lost in the case of leader.
This is also the case in which a more drastic reduction is
achieved. A possible interpretation is that more reduc-
tion leads to higher probability that the anomaly that
causes the loss of solution quality occurs. In other words,
the bigger the reduction is, the longer are the stuttering
equivalent executions and, therefore, the longer are the
expected trail lengths. Table 4 also shows that the over-
head introduced by partial order reduction and heuristic
search does not avoid time reduction.

In the next set of experiments we are interested in
analyzing the combined state space reduction effect of
partial order reduction and heuristic search. More pre-
cisely, we have measured the reduction ratio (size of full
state space vs. size of reduced state space) provided by
one of the techniques when the other technique is en-
abled or not, as well as the reduction ratio of using both
techniques simultaneously.

The same models and estimates of the previous ex-
periments are used here. When partial order reduction is
applied the static cycle condition is used. Note that we
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marriers(3)

marriers(3) N C

H 1.1 1.2

PO 2.3 2.3

H+PO 5.9

pots

N C

H 3.7 4.2

PO 1.1 1.2

H+PO 4.5

leader(8)

N C

H 43.2 1.9

PO 109.1 4.9

H+PO 210.4

giop(2,1)

N C

H 2.6 2.5

PO 1.4 1.3

H+PO 3.4

Fig. 12. Table with reduction factor due to partial order and
heuristic search

selected the models and heuristics in order to have all
four combinations of small/large reduction of heuristic
search and partial order.

Figure 12 indicates the reduction factor achieved by
partial order and heuristic search when A* is used as the
search algorithm. The reduction factor due to a given
technique t is computed as the number of stored states
when the search is performed without applying t divided
by the number of stored states when the search is done
applying t. Recall that when no heuristic is applied, A*
performs like Dijkstra’s algorithm. The leftmost column
of the table indicates the technique(s) for which the re-
duction effect is measured. When testing the reduction
ratios of the methods separately, we distinguish whether
the other method is applied (C) or not (N).

In most cases the reduction factor provided by one of
the techniques when working alone ((H,N) and (PO,N))
or combined with the other ((H,C) and (PO,C)) is al-
most the same. The best situation is pots, where the
expected gain of applying both independently would be
3.7 × 1.1 = 4.1 while the combined effect is a reduction
of 4.5 which indicates a synergetic effect.

However, in the case of leader, each technique dras-
tically avoids the effect of the other. The combined re-
duction is 210.4 while the expected gain is 109.1×43.2 =
4, 713. The reason is that partial order reduction per-
forms very good in this example, avoiding the exponen-
tial grow of the state space and leading to a linear scaling
behavior. Hence, most of the paths that would be dis-
carded by A* are being discarded by the partial order
reduction already.

On the other hand, additional experiments show that
the relationship between the model being analyzed, the

heuristic strategy being applied, and the combined re-
duction effect is not clear. For example, applying a more
informed heuristic in marriers improves the combined
effect, which also occurs when applying a less informed
heuristic.

5 Optimizing Error Trails using Partial Order

Techniques

In this section we discuss a remedy for the problem of so-
lution quality loss due to partial order reduction. We also
analyze the joint usage of partial order reduction and the
trail improvement method discussed in Section 3.

5.1 Reordering Trails

In practice, solution loss happens when a process can
perform an action that will lead to an error state, but
the search algorithm delays exploring that action, by
considering actions of other process that are actually
irrelevant.

We shall see that this problem can be addressed by
post-processing the error trail after the verification has
finished. The intuition behind this idea is to ignore those
transitions in the error trail that are independent from
the transition that directly leads to the error state. In-
dependence of these transitions means they are not rele-
vant which justifies to ignore them. In order to obtain a
reduced trail representing an actual execution of the sys-
tem it is also necessary that ignored transitions cannot
enable transitions that occur later in the original trail.
Moreover, removed transitions cannot be visible, since
otherwise the resulting execution would not be stutter-
ing equivalent to the original one. In the following we
formalize these ideas.

Definition 1. We say that a transition α can enable
a transition β if and only if there exists a state s ∈ S
such that β /∈ enabled(s), but α ∈ enabled(s) and β ∈
enabled(α(s)).

Definition 2. A transition αj of an execution r = s0
α1−→

..
αn−→ sn is irrelevant with respect to the execution if and

only if all of the following conditions hold:

– αj is invisible,
– αj is independent from each transition αi, where j <

i ≤ n, and
– αj cannot enable any transition αi, where j < i ≤ n.

A transition that is not irrelevant is called relevant.

The following lemma states that by removing an ir-
relevant transition from an execution, a stuttering equiv-
alent execution will be preserved.
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Fig. 13. Illustration of the lemma’s proof.

Lemma 2. Let r = s0
α1−→ ..

αn−→ sn be an execution
of the system, and αj a transition that is irrelevant with

respect to r. Let further r′ = s0
α1−→ ..

αj−1

−→ sj−1
αj+1

−→

s′j
αj+2

−→ ..
αn−→ s′n−1 be an execution which is obtained by

eliminating transition αj from execution r. Then, r′ is
an execution of the system that is stuttering equivalent
to r.

Proof. Suppose that r′ is not an execution of the sys-
tem, then at least one transition of the execution is not
enabled. It is easy to see that this transition belongs to
the suffix of r′ that occur after state sj−1 since the pre-

fix s0
α1−→ ..

αj−1

−→ sj−1 is an execution of the system by
definition. Let αi with j < i < n be the first such tran-
sition. We have that αi /∈ enabled(s′i−2). Consider state
s′i−2. Transition αj is enabled in that state, since αj is
independent from all αk with j < k ≤ n. Due to the
commutativity of independent transitions the execution

sj−1
αj+1

−→ s′j
αj+2

−→ ..
αi−1

−→ s′i−2

αj

−→ s′′i−1 and the execution

sj−1
αj

−→ sj

αj+1
−→ ..

αi−1

−→ si−1 end in the same state, i.e.
s′′i−1 = si. We know that αi is enabled in si, but not in
s′i−2. Therefore, αj can enable αi which contradicts our
assumptions. Moreover, it is easy to see that if the elimi-
nated transition is invisible, then the resulting execution
is stuttering equivalent to the original one. ⊓⊔

Our approach to trail improvement successively elim-
inates all irrelevant transitions from a counterexample.
Note that by eliminating an irrelevant transition, previ-
ously relevant transitions may become irrelevant, for in-
stance if they are only dependent on the eliminated tran-
sition. To perform the elimination efficiently, we must
start eliminating irrelevant transitions at the end of the
original trail. By Lemma 2, every elimination of an irrel-
evant transition yields a stuttering equivalent execution.

Optimality. While our trail improvement method may
shorten a given error trail, the resulting improved trail
may not be optimal in terms of trail length. Figure 14
illustrates this problem using an example of a full state
space and a possible reduction. As in the example of Fig-
ure 11 an error state is one in which proposition p does
not hold. Suppose that the following pairs of transitions
are independent: (α3, α4), (α6, α7) and (α6, α8), and that
only α6 and α4 are visible and negate the value of the

¬p

¬p

p

p

p

α2

α1 α5

α4

α4

α8

α6

p

¬p

¬p

¬p

α6

α6

α8α3

α3

α7

α7

p

p

p

Fig. 14. Another example of a full state space and a reduction
(dashed region).

proposition p. Assume that we reduce the state space to
only include those states contained in the area delimited
by the dashed line. Then, the path formed by transitions
α1, α2, α3 and α4 can be established as shortest path in
the reduced state space. Applying the above described
approach to trail reordering may lead to the error path
α1α2α4 which is of length 3. This is a possible, since
α3 is invisible. It is independent from α4, cannot enable
α4, and hence can be ignored. On the other hand, the
optimal error path in the full state space is of length 2;
namely α5α6.

Experiments. We now report on some experiments to
show that by reordering the events of an error trail one
can mitigate the loss of solution quality caused by par-
tial order reduction. The only experiment in which we
have observed the loss of quality is the assertion vio-
lation checking in the election algorithm. Figure 5 de-
picts the results of the experiments. We apply A* with
the FSM distance as heuristic estimate function in the
state space search, combined with partial order reduc-
tion using C3−

duplicate and C3static. After the verifica-
tion we apply the above described trail reordering algo-
rithm to the same error trail. The leader election pro-
tocol is invoked with different numbers of processes as
indicated by the the leftmost column. The second and
fourth columns contain the lengths of the error trails
produced by A* guided model checking combined with
the respective partial order reduction method. The third
and fifth columns denote the length of the trails result-
ing obtained from reordering, while the rightmost col-
umn shows the length of the optimal counterexample in
the original state space.

The results show that our method is able to shorten
trails obtained by A* with partial order reduction, lead-
ing to near-to optimal error trails. The shortened trails
are very similar to the original ones. The same pair of
processes assume that they are the leaders. The differ-



18 S. Edelkamp and S. Leue and A. Lluch-Lafuente: On Partial-Order Reduction in Directed Model Checking

leader(n)

n C3−

duplicate
reord. C3static reord. opt.

3 49 46 49 46 46
4 63 53 56 53 52
5 77 59 66 59 56
6 91 63 76 63 60
7 105 67 86 67 64
8 119 71 96 71 68

Table 5. The effect of reordering trails for recovering solution
quality measured in error trail length.

ences are only due to transitions corresponding to other
processes that are not significant for the error.

Although not shown, the time required for the re-
ordering algorithm can be neglected.

5.2 Trail Improvement with Partial Order Reduction.

We now discuss the combination of partial order reduc-
tion with the trail improvement approach described in
Section 3.

Recall that the ample set construction in partial or-
der reduction depends on the visibility of transitions
with respect to a property f . A transition is visible with
respect to f if it does not change the truth value of the
propositions that appear in the specification of f . In the
following, we will denote with po(f) the application of
partial order reduction with respect to property specifi-
cation f . Also recall that the full state space and the re-
duced state space after applying po(f) are semantically
equivalent. This means that if there is a state violating f
in the full state space then there is also a state violating
f in the reduced state space. However, not every state
violating f in the full state space is also included in the
reduced state space, i.e., the application of po(f) may
entail a pruning of states violating f .

Recall that we consider two ways of improving a trail
corresponding to the violation of a safety property f :
finding a shorter trail that violates the same property
and finding a shorter trail to exactly the same error state
e described by the original trail. In the first case we
search for states violating f , while in the latter we search
for states violating the specification fe, which uniquely
characterizes e.

Let us now assume that f is a property specification
and that a previous model checking or simulation run
has returned S as a state violating f . Applying po(f) to
improve the trail leading to S may not yield the desired
result since po(f) may decide to prune the sub-tree con-
taining e. On the other hand, po(f) may safely be used
if we wish to improve the trail leading to some state e′

that also violates f since we know that at least one such
state will remain in the reduced state space.

We now focus on alternative solutions to use partial
order reduction in improving the error trail leading to

p p

β1 α1

α2

β2

α1

α2

s0

s3s1

Fig. 15. Different ample sets lead to different state spaces.

the given state e. As explained in Section 3.2 the search
for a given state e can be expressed using a propositional
formula fe = ¬φe, where φe that characterizes the con-
trol state of all processes, the values of all data variables
and the contents of all queues in state e. Now, applying
po(fe) guarantees that at least one state violating fe will
be found. There is only one such state, namely e. Un-
fortunately, this solution has a severe drawback. Since
formula the original Since the formula φe refers to every
variable and local state in e, almost every transition in
the system is visible. More precisely, only self-transitions
that do not change the value of any variable will be in-
visible with regard to fe. As a consequence, the ample
set rules will mostly force full expansions, resulting in an
insignificant state space reduction.

In the following, we will propose a solution to this
problem for the case when the provided error state was
found using po(f)8 We shall see that requirements on
the ample set construction method allow us to apply A*
with po(f) instead of po(fe) in order to find the shortest
path to a state found with depth-first search and po(f).

We first show an example to illustrate that the gen-
erated reduced state space depends on the election of
the ample set among the different ample set candidates.
Consider Figure 15. Transitions α1 and α2 are indepen-
dent and invisible with regard to the atomic proposition
p. At state s0, both {α1} and {α2} are valid ample sets.
Selecting the latter produces the dotted system, while
selecting the earlier produces the dashed one. Both sys-
tems preserve violation of the invariant ¬p. If a first ex-
ploration selects {α1} as the ample set of state s0, state
s1 is provided as error state. A second exploration that
applies reduction with regard to the invariant and that
selects {α2} will a find a state violating the invariant,
but fail to find state s1.

In order to show that a A* applying po(f) with
C3−

duplicate is able to find a state provided by depth-first
search and po(f) we have to make some assumptions
on the strategy used for choosing ample sets among the
various candidates.

8 Note that our trail improvement approach can also be applied
to trails obtained by a verification without po, by a random sim-
ulation or manually.
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We require that during the state space construction
the candidates are considered always in the same order
and that the first subset satisfying the ample set condi-
tions is chosen. This assumption is true in typical imple-
mentations like the ample set approach implemented in
the SPIN model checker or in our experimental model
checker HSF-SPIN.

Theorem 2. It is possible to find a state that violates
a specification formula f provided by depth-first search
and po(f) by applying a GSEA with po(f) and using
C3

−
duplicate as cycle condition.

Proof. Suppose the contrary, i.e., that there is a state
in the system that is visited by a depth-first search and
po(f), but not by a GSEA with po(f). Let s be the first
state visited by the depth-first search but not with the
GSEA. State s must be the result of a transition of the
ample set of a state s′ during the depth-first exploration.
Let ample1(s) be that ample set. State s′ has been visited
before s in the depth-first search. Hence according to our
assumption, s′ is visited by the GSEA. Since we have as-
sumed that the order in which the ample set candidates
are considered is always the same, ample1(s) must have
been checked for validity and refused by the ample set
rules for GSEA. Since the only difference between that
rules and the rules for the depth-first search is the cycle
condition, this means that every transition in ample1(s)
leads to an already visited state during the GSEA which
contradicts our assumption that state s is not visited by
the GSEA. 2

Experiments. In the next set of experiments we try to
find the optimal path to a state e previously found by
depth-first search verification run with partial order re-
duction. The path to e is a counterexample for a specifi-
cation f . We use A* with the FSM distance as heuristic
for this purpose and apply partial order reduction. Un-
fortunately, our model checker inherits SPIN’s partial
order reduction method which is is not exactly the ample
set approach, but a weaker method. Hence, we are not
able to compare po(f) against po(fe) for a given spec-
ification f and state e violating. However, as we have
argued above applying po(fe) does not reduce the state
spce in practice, and is thus similar to avoid partial order
reduction. Moreover, HSF-SPIN’s partial order reduc-
tion is weaker than applying po(f). Hence, the experi-
ments we now present can help us to understand what
would happen when comparing po(f) against po(fe).

Table 6 depicts the results. In giop the error trail
cannot be improved, which means that there is a unique
path to the established state in the reduced state space,
or several with the same cost. In the case of pots we
are able to find a shorter path. On the other hand, the
results obtained by A* when no partial order reduction is
applied show that there is no better path to the provided
state in the original state space.

pots

DFS+PO A*+PO A*

s 118,012 13,166 14,714
l 897 88 88
m 58 MB 11 MB 12 MB
r 84 s 5 s 6 s

giop(2,1)

DFS+PO A*+PO A*

s 326 163,704 446,689
l 134 134 134
m 3 MB 100 MB 266 MB
r 1 s 39 s 131 s

Table 6. Trail Improvement with Partial Order Reduction.

6 Conclusions and Future Work

We have discussed how to apply partial order reduction
and heuristic search in order to improve the bug-finding
capabilities of explicit-state model checking.

First, heuristic search can be applied in order to im-
prove the length of an already established error trail.
We have considered two ways of improvement: search-
ing for shorter trails that violate the same property and
searching for shorter trails to exactly the same error state
described by the original trail. We have proposed two
heuristics to be applied by A* for this purposes, one of
which guarantees to find the shortest path to the given
error state. Our experimental results show that our ap-
proach is able to efficiently shorten error trails in most
cases.

Second, partial order reduction exploits the commu-
tativity of concurrently executed transition in order to
explore a reduced behaviorally equivalent state space.
There are two issues that have to be considered when
combining this reduction technique with heuristic search
algorithms. First, most of the approaches to partial order
reduction rely on the cycle detection capabilities of the
exploration algorithm. When using algorithms like A*
one has to apply weaker methods, which lead to weaker
reductions. Second, the length of the counterexamples in
the reduced state space can be larger than in the original
one.

We have proposed a solution for this problem, which
reorders the obtained counterexample in order to obtain
a counterexample in which the error appears earlier. On
the other hand, we have analyzed how one can apply
heuristic search and partial order reduction in order to
find shorter paths to a given state. At first, in order to
guarantee no reduction is possible, we have to guarantee
that the given state is present in the reduced state space.
However, we show that if the given state was found by
applying partial order reduction with respect to a specifi-
cation property, one can apply A* with the same partial
order reduction method to find a shorter path to the
given state.
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In current work [38] we are analyzing the combina-
tion of heuristic search and symmetry reduction to mit-
igate the state explosion problem of automated verifi-
cation. The first method reduces the state space to be
explored to an equivalent smaller one by exploiting sym-
metries in the system, while the second techniques guides
the search in the direction of errors. Both techniques are,
at first, orthogonal and can be combined without drastic
changes in the search algorithms. However, finding the
shortest path to an already established state requires to
apply heuristics which running time can waste the time
saved by heuristic techniques applied in symmetry re-
duction. On the other hand, partial order reduction has
been combined with both symmetry [19]. Hence, we plan
to perform experiments combining the three techniques.

The gains of heuristic search for model checking rises
the question in improved estimates for the search. In [15]
parts of SPIN’s input language Promela is compiled into
an action planning description language to access more
involved state-to-goal approximations. The transforma-
tion exploits the representation of protocols as communi-
cating finite state machines. Thereby, refined estimates
for improved error detection in directed protocol val-
idation are introduced. For example, the relaxed plan
and pattern database heuristic, which come along with
an enforced hill climbing search engine. Through not yet
throughout competitive, the experimental results are en-
couraging. In simple protocols, planners perform close to
state-of-the-art model checkers.

In in-situ program verification, no model of the sys-
tem is needed or inferred. The verification process is per-
formed by enumerating and simulating all branches to
non-deterministic choice points. To the contrary, Byte-
code validation as in the Java Pathfinder project (JPF-
2) runs different execution traces by simulating a vir-
tual machine for the programming language [28]. It has
shown considerable successes in automated bug-finding
for Java programs. To improve search efficiency, many
enhancements have been implemented. One of the most
effective techniques is directed search. Different, so-called
structural heuristic aim at coverage metrics based on
thread-interleaving and branching statistics. In [43] the
authors experimented with JPF-2 and devised heuristics
based on low-level state representation the finite state
automata representation of the byte-code that is stat-
ically available for each class. The heuristic has been
derived from the FSM distance heuristic as explained
in this paper. Moreover, the work targets trail-directed
search, that is, given an error trail for the instance, find
a possibly shorter one.
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